do:



What does a hacked social media
account look like?
How does it act!?
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Embarrassing?
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Dangerous direct messages

D
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Dodgy invites to connect?

DO
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Image: http://melissacooley.com/2013/08/fake-linkedin-

invitations-update/
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Institutional reputation?
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Safety of family and colleagues?

Slide 8

Image: Ricardo Wang CC-by-nc-sa/2.0:

www.flickr.com/photos/deadair/9711135330



ensure all staff:

1a. set up 2-factor authentication to keep
attackers out of accounts
1b. use a strong unique passphrase for every account
1c. set up Trusted Contacts (in Facebook)

2. use secure Web connections

Watch out for
mobile
devices

3. secure their privacy settings

4. follow your guidelines to protect
other staff and readers

5. know what to do if hacked?
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(0. use 2-tactor authentication
aka login approval / verfication
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use 2-factor authentication

Follow the instructions to set:
1a. Login approvals, and think about passphrases

1b. 3+ Trusted Contacts (Facebook):

Your trusted friends will help you if
you can't login. Ensure they...

..won't lock you out of Facebook for a joke!
...use Facebook frequently

...can be reached without using Facebook
Contact them first to let them know!
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Personal reputation?

D

MailOnline
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itations-update/

Image: http://melissacooley.com/2013/
08/fake-linkedin-inv



check for secure connection

2. the “s” in https (and padlock) in the Web
address shows that your connection to the
website is encrypted and more resistant to

snooping
If it is not there - you may not be in the right
site!
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set you

" privacy and your app

settings anc

be more mysterious

3. follow the instructions to set your privacy
and your app settings and...

Be selective about friends and connections, and

about apps

Be careful what you post, where you post, and

when
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protect staff and readers of
your blog and Facebook

4. Social media policies and response guides, e.g.

set roles for the team, with more than 1 trusted person
as admin (all admins should enable 2-factor
authentication)

moderate comments and label tolerance level for
negative responses

cope with trolls, online bullying and sexual harassment

5. Know what to do if hacked?
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ensure all staff:

1a. set up 2-factor authentication to keep
attackers out of accounts
1b. use a strong unique passphrase for every account
1c. set up Trusted Contacts (in Facebook)

2. use secure Web connections

Watch out for
mobile
devices

3. secure their privacy settings

4. follow your guidelines to protect
other staff and readers

5. know what to do if hacked?
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Are apps oversharing?

DO
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What info do you share with apps?
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What info about YOU are friends
sharing with their apps?
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think about apps!
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Watch out for
mobile
devices
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